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Lumen Extends Black Lotus Labs Threat Intelligence
to AWS Network Firewall, Delivering Proactive
Protection
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Now available on AWS Marketplace, Lumen Defender Managed Rules for AWS Network Firewall brings high network

visibility to protect cloud workloads from emerging threats

DENVER--(BUSINESS WIRE)-- In an era when cyberattacks move faster than traditional defenses, Lumen
Technologies (NYSE: LUMN) is taking proactive cloud protection upstream. As the trusted network for Al, the
company today announced Lumen Defender Managed Rules for AWS Network Firewall, now available in AWS
Marketplace—making the same threat intelligence that safeguards Lumen’s network directly accessible to AWS
customers. By extending Black Lotus Labs' upstream threat intelligence into AWS Network Firewall, enterprises can

detect and block threats before they cause harm and without adding infrastructure or complexity.

“As cyber threats grow more automated and distributed, organizations need visibility that reaches beyond their
own perimeter,” said Martin Nystrom, Vice President of Black Lotus Labs and Product Security at Lumen. “Because
Lumen operates one of the world’'s most deeply connected global networks, our Defender threat intelligence
delivers an upstream view into malicious infrastructure before it targets customers. By integrating this intelligence
directly into AWS Network Firewall, we enable earlier detection and disruption of botnets, malware, and nation-

state activity—helping organizations strengthen their defenses at the network edge.”
Now Available on AWS Marketplace

Lumen Defender Managed Rules is available as a Managed Rule group for AWS Network Firewall on AWS
Marketplace. Customers can subscribe to the rule group and automatically apply it to their firewalls from AWS

Network Firewall console. With this rule group, customers gain access to Black Lotus Labs' threat intelligence,
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allowing rapid integration of threat data to protect critical cloud deployments.

Proactive defense for the Al-era threat landscape

Many security tools, like firewalls, endpoints, and cloud security, detect threats at the brink of intrusion, with

defense happening after the attack has already penetrated network defenses.

Additionally, these security tools typically lack visibility into external threat infrastructure, delaying identification of

emerging attacks, and increasing risk to enterprise assets, customer data, and operational continuity.

For organizations to make the shift from reactive to proactive defense they require:

e Visibility: Insight across the global threat landscape, not just internal infrastructure.

¢ Timeliness: Intelligence that enables action before breach activity occurs.

¢ Fidelity: High-confidence signals that minimize false positives and drive focused response.

e Context: Actionable insights about indicators of compromise, helping security teams understand threat type,

severity, and confidence.

Lumen Defender Managed Rules for AWS Network Firewall is designed to meet these requirements—delivering
backbone-powered threat intelligence, rapid updates, and actionable context to help organizations stay ahead of

emerging threats.

Expert-led threat intelligence

Black Lotus Labs, Lumen'’s threat research arm, delivers high-level network visibility into global internet traffic—
processing over 200 billion NetFlow sessions daily from the global IP backbone. Its seasoned research team
leverages malware reverse engineering, Al/ML-driven anomaly detection, and botnet infrastructure mapping, to
uncover and disrupt threats before they reach customer environments. This intelligence has powered takedowns of
advanced persistent threats and criminal proxy networks and is now available to integrate directly into AWS

Network Firewall through Defender Managed Rules.

Lumen Defender Managed Rules for AWS Network Firewall enables customers to:

e Block threats earlier in the kill chain, using curated rules derived from Lumen’s backbone-level visibility, and
delivering protection that sees beyond traditional perimeter defenses.

e Accelerate deployment and reduce overhead with continuously updated rules, delivered via AWS.

e Act with confidence, using enriched indicators that include severity, threat categories, minimizing false

positives, and enabling focused response.



Interested customers can order the service from the AWS Network Firewall interface by selecting Lumen Defender

Managed Rules on the AWS Marketplace.

Additional Information

e Visit Lumen at AWS re:Invent at Booth #584.

e Learn more: Lumen Defender Managed Rules

About Lumen Technologies

Lumen is unleashing the world's digital potential. We ignite business growth by connecting people, data, and
applications - quickly, securely, and effortlessly. As the trusted network for Al, Lumen uses the scale of our network
to help companies realize Al's full potential. From metro connectivity to long-haul data transport to our edge cloud,
security, managed service, and digital platform capabilities, we meet our customers’ needs today and as they build

for tomorrow.

For news and insights visit news.lumen.com, LinkedIn: /lumentechnologies, X: lumentechco, Facebook:
/lumentechnologies, Instagram: @lumentechnologies and YouTube: /lumentechnologies. Lumen and Lumen
Technologies are registered trademarks of Lumen Technologies LLC in the United States. Lumen Technologies LLC

is a wholly-owned affiliate of Lumen Technologies, Inc.

Forward-Looking Statement

This press release contains forward-looking statements within the meaning of the Private Securities Litigation
Reform Act of 1995. All statements contained in this press release that do not relate to matters of historical fact
should be considered forward-looking statements, including statements regarding management's expectations with

respect to our business, strategy and operations as well as statements identified by words such as “estimates,”
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intends,

"

“expects,” “anticipates,” “believes,” “plans, will,” and similar expressions. These forward-looking
statements are not promises nor guarantees of future results, are based on our current expectations only and are
subject to various risks and uncertainties, including those described in our most recent Annual Report on Form 10-K
and Quarterly Report on Form 10-Q, as updated in our other filings with the U.S. Securities and Exchange
Commission from time to time. Actual results may differ materially from those anticipated by us in these
statements due to several factors, including those referenced in our filings with the U.S. Securities and Exchange

Commission.
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