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Q3 DDoS report details attack trends, including the expanding base of CLDAP re�ectors

DENVER, Oct. 25, 2022 /PRNewswire/ -- With October's focus on cybersecurity awareness, Lumen Technologies®

(NYSE: LUMN) and its threat research team, Black Lotus Labs®, today released a pair of research reports including:

New intelligence from Black Lotus Labs regarding the proliferation of Connectionless Lightweight Directory

Access Protocol (CLDAP) re�ectors – a known attack vector that is easily prevented with well-documented best

practices.

The Q3 2022 Distributed Denial of Service (DDoS) report, which provides the latest data and trends from the

Lumen DDoS mitigation platform.

Read the Black Lotus Labs blog titled "CLDAP Re�ectors on the Rise Despite

Best Practices" and the Lumen Q3 DDoS report.

CLDAP Research:

Background:

CLDAP is an essential service in Microsoft environments. When improperly con�gured to expose the service

to the internet, CLDAP can carry a bandwidth ampli�cation factor of up to 70 times the volume of tra�c sent.

This makes it an enticing target for cybercriminals launching DDoS attacks.

As soon as the CLDAP vulnerability was discovered in 2016, best practices for mitigating the threat were

published; and yet, six years later, the number of exposed CLDAP re�ectors is on the rise.

Using Lumen's global network visibility, Black Lotus Labs tracks CLDAP re�ectors with a proprietary validator

Black Lotus Labs discovered

more than 12,000 CLDAP

services are open to the internet

– a 60% increase over the past

year.

1

https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=127392247&u=https%3A%2F%2Fnews.lumen.com%2F&a=Lumen+Technologies
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=4292732022&u=http%3A%2F%2Fwww.lumen.com%2Fblacklotuslabs&a=Black+Lotus+Labs
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=3294663426&u=https%3A%2F%2Fblog.lumen.com%2Fcldap-reflectors-on-the-rise-despite-best-practice%2F%3Futm_source%3Dpress%2Brelease%26utm_medium%3Dreferral&a=intelligence+from+Black+Lotus+Labs
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=930735908&u=https%3A%2F%2Fwww.lumen.com%2Fen-us%2Fexplore%2Fddos-quarterly-report.html%3Futm_source%3Dpress%2Brelease%26utm_medium%3Dreferral%26utm_id%3Dq3&a=(DDoS)+report
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=521553283&u=https%3A%2F%2Fblog.lumen.com%2Fcldap-reflectors-on-the-rise-despite-best-practice%2F%3Futm_source%3Dpress%2Brelease%26utm_medium%3Dreferral&a=%22CLDAP+Reflectors+on+the+Rise+Despite+Best+Practices%22
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=521553283&u=https%3A%2F%2Fblog.lumen.com%2Fcldap-reflectors-on-the-rise-despite-best-practice%2F%3Futm_source%3Dpress%2Brelease%26utm_medium%3Dreferral&a=%22CLDAP+Reflectors+on+the+Rise+Despite+Best+Practices%22
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=1969619971&u=https%3A%2F%2Fwww.lumen.com%2Fen-us%2Fexplore%2Fddos-quarterly-report.html%3Futm_source%3Dpress%2Brelease%26utm_medium%3Dreferral%26utm_id%3Dq3&a=Lumen+Q3+DDoS+report


that registers distinct IPs that are open to re�ection. This is a more precise assessment of the breadth of

re�ectors than has previously been available to the industry.

Notable �ndings:

Black Lotus Labs discovered more than 12,000 CLDAP services are open to the internet – a 60% increase over

the past year.

One of the observed re�ectors recently emitted 17 Gbps of tra�c. At this level, just 100 CLDAP re�ectors

could be leveraged to wage an attack greater than 1 Tbps.

"It is alarming that CLDAP continues to be proli�c and capable of generating large, impactful attacks – especially

when we have well-documented best practices for prevention," said Mark Dehus, director of threat intelligence for

Lumen Black Lotus Labs. "Organizations running Active Directory should understand the risks of publicly exposing

CLDAP, and we strongly recommend they restrict access to only the hosts and networks that need access."

Lumen response

Black Lotus Labs is continuing to track and analyze vulnerable CLDAP re�ectors and feed the intelligence into the

Lumen Connected Security portfolio. The team is also expanding e�orts to notify legitimate, third-party hosts of

CLDAP re�ection activity, and blocking long-lived CLDAP re�ector tra�c from traversing the Lumen global

backbone.

Notable �ndings from the Lumen Q3 2022 DDoS report:

Lumen mitigated 5,547 attacks in Q3 – a 21% increase over Q2 – and the largest bandwidth attack scrubbed

was 493 Gbps. This is nearly half the size of the largest mitigation in Q2 which, at 1.06 Tbps, was Lumen's

largest to date.

Although Session Initiation Protocol (SIP) attacks only accounted for 3% of all mitigations, this attack vector –

which targets VoIP infrastructure – remains of interest due to a dramatic upward trend over the past year.

This quarter saw a 59% increase over Q2.

The top �ve targeted industries were Telecommunications, Gaming, Software and Technology, Government

and Finance.

Of the 5,500+ attacks Lumen mitigated in Q3, nearly 40% targeted a single government customer. Despite the

bombardment and a concentrated e�ort around July 4, the customer experienced no downtime.

"The combined research from Black Lotus Labs and the Lumen DDoS mitigation platform underscores an important

reality for businesses today," said Peter Brecl, director of security product management for Lumen. "Cyber

criminals are always looking for new ways to achieve their goals, and attacks have become more complex. This
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means organizations need to consider a holistic security solution that includes DDoS mitigation to protect the

availability of infrastructure and applications, Web Application and API Protection (WAAP) to protect against

application-layer attacks, and bot management services to protect from malicious or unwanted bots. As

organizations navigate through their digital transformation, this type of multi-layered approach is more important

than ever."

Additional Resources: 

Read the full CLDAP blog and Q3 2022 DDoS report.

See the Black Lotus Labs' previous reporting on UDP re�ectors: Tracking UDP Re�ectors For A Safer Internet.

Learn more about Black Lotus Labs and the latest threats they're tracking – including CLDAP – in the new IDG

webinar.

Visit the Lumen Quarterly DDoS report archive.

Learn about Lumen's comprehensive DDoS mitigation and Next-gen WAF/WAAP services.

See why Frost and Sullivan recognized Lumen with the 2021 Global New Product Innovation Award for its

Holistic Web Protection Solutions.

About Lumen Technologies and the People of Lumen:
 

Lumen is guided by our belief that humanity is at its best when technology advances the way we live and work. With

approximately 400,000 route �ber miles and serving customers in more than 60 countries, we deliver the fastest,

most secure platform for applications and data to help businesses, government and communities deliver amazing

experiences. Learn more about the Lumen network, edge cloud, security, communication and collaboration

solutions and our purpose to further human progress through technology at news.lumen.com/home, LinkedIn:

/lumentechnologies, Twitter: @lumentechco, Facebook: /lumentechnologies, Instagram: @lumentechnologies and

YouTube: /lumentechnologies. Lumen and Lumen Technologies are registered trademarks in the United States. 

View original content to download multimedia:https://www.prnewswire.com/news-releases/lumen-research-

reveals-60-growth-of-a-known-preventable-ddos-attack-vector-301657915.html

SOURCE Lumen Technologies

3

https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=2655785627&u=https%3A%2F%2Fblog.lumen.com%2Fcldap-reflectors-on-the-rise-despite-best-practice%2F%3Futm_source%3Dpress%2Brelease%26utm_medium%3Dreferral&a=CLDAP+blog
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=4104273657&u=https%3A%2F%2Fwww.lumen.com%2Fen-us%2Fexplore%2Fddos-quarterly-report.html%3Futm_source%3Dpress%2Brelease%26utm_medium%3Dreferral%26utm_id%3Dq3&a=Q3+2022+DDoS+report.
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=3755565055&u=https%3A%2F%2Fblog.lumen.com%2Ftracking-udp-reflectors-for-a-safer-internet%2F&a=Tracking+UDP+Reflectors+For+A+Safer+Internet
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=68110436&u=https%3A%2F%2Fevent.on24.com%2FeventRegistration%2Fconsole%2Fapollox%2FmainEvent%3Fformat%3Dfhvideo1%26eventuserid%3D305999%26newTabCon%3Dtrue%26uimode%3Dnextgeneration%26eventid%3D3963724%26sessionid%3D1%26key%3DDDB4D07C8FC1910A4CBF3B3657135BDD%26contenttype%3DA%26eventuserid%3D305999%26playerwidth%3D1000%26playerheight%3D650%26caller%3DpreviewLobby%26text_language_id%3Den&a=IDG+webinar
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=68110436&u=https%3A%2F%2Fevent.on24.com%2FeventRegistration%2Fconsole%2Fapollox%2FmainEvent%3Fformat%3Dfhvideo1%26eventuserid%3D305999%26newTabCon%3Dtrue%26uimode%3Dnextgeneration%26eventid%3D3963724%26sessionid%3D1%26key%3DDDB4D07C8FC1910A4CBF3B3657135BDD%26contenttype%3DA%26eventuserid%3D305999%26playerwidth%3D1000%26playerheight%3D650%26caller%3DpreviewLobby%26text_language_id%3Den&a=IDG+webinar
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=3944141239&u=https%3A%2F%2Fblog.lumen.com%2Ftag%2Fddos-quarterly-reports%2F&a=archive
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=552144080&u=https%3A%2F%2Fwww.lumen.com%2Fen-us%2Fsecurity%2Fddos-and-web-application.html&a=DDoS+mitigation
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=3443671429&u=https%3A%2F%2Fwww.lumen.com%2Fen-us%2Fsecurity%2Fweb-application-firewall.html&a=Next-gen+WAF%2FWAAP
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=84726397&u=https%3A%2F%2Fassets.lumen.com%2Fis%2Fcontent%2FLumen%2Ffrost-and-sullivan-new-product-innovation-award%3FCreativeid%3D8efb8058-b0cc-467e-a275-a8aed33ca09b&a=2021+Global+New+Product+Innovation+Award
https://c212.net/c/link/?t=0&l=en&o=3687416-1&h=984661596&u=https%3A%2F%2Fc212.net%2Fc%2Flink%2F%3Ft%3D0%26l%3Den%26o%3D2988681-1%26h%3D3470202074%26u%3Dhttps%253A%252F%252Fnews.lumen.com%252Fhome%26a%3Dnews.lumen.com&a=news.lumen.com
https://www.prnewswire.com/news-releases/lumen-research-reveals-60-growth-of-a-known-preventable-ddos-attack-vector-301657915.html
https://www.prnewswire.com/news-releases/lumen-research-reveals-60-growth-of-a-known-preventable-ddos-attack-vector-301657915.html

