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Cisco ACI Is Now Validated for Use by Payment Card Industry (PCI) Compliant Organizations
SAN JOSE, CA -- (Marketwired) -- 04/29/15 -- Cisco (NASDAQ: CSCO) today announced the full
integration of Application Centric Infrastructure (ACI) embedded security with the threat detection of
FirePOWER Next Generation Intrusion Prevention System (NGIPS), providing automated threat
protection to combat emerging datacenter security threats. Combining best of breed FirePOWER
NGIPS with ACI, customers are now able to build highly secure infrastructure with �ne-grained control
(including application level security), visibility and centralized automation all the way from
infrastructure to the application level. In addition, customers bene�t from lower total cost of
ownership including infrastructure and management costs as well as costs associated with security
breaches. Cisco also announced that ACI is now validated by independent auditors for deployment in
PCI compliant networks, which can help reduce the scope of a PCI audit and lower audit costs and
time.

Cisco ACI also supports investment protection with the most comprehensive and open ecosystem that
includes: Check Point Software Technologies, Fortinet, Infoblox, Intel Security, Radware, and Symantec.

The Cisco FirePOWER family of security appliances, available as both physical devices and virtual
appliances, o�er best-in-class threat e�ectiveness, superior visibility and global threat intelligence. ACI
is a highly secure multi-tenant infrastructure based on whitelist policy model that isolates and
segments both physical and virtual applications in the datacenter with centralized automation, visibility
and auditing through the Application Policy Infrastructure Controller (APIC).

ACI integration with FirePOWER NGIPS (including Advanced Malware Protection) provides security
before, during and after an attack, enabling organizations to dynamically detect and block advanced
threats with continuous visibility and control across the full attack continuum. These new security
capabilities deliver unprecedented control, visibility and centralized security automation in the data
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center.

Cisco also announced that independent quali�ed security assessors have validated ACI for deployment
in payment card industry (PCI) compliant networks. Managing and simplifying the scope of compliance
can help reduce costs for these organizations. More details in Cisco whitepaper here.

"Protecting our corporate and customer information is always uppermost in our daily jobs and in
planning for the future," said Chuck Huetter, Director of Information Technology at Ameritas.
"Cybersecurity is key to customer con�dence, and we chose carefully when we selected Cisco ACI as
our next generation data center network platform. ACI's policy-based automation combined with next-
generation intrusion protection and advanced malware protection will optimize our ability to safeguard
sensitive information."

Security threats are escalating every year in terms of sophistication and complexity, while the cost of a
security breach and the resulting brand damage are a CEO's nightmare. According to a 2015 survey of
IT security professionals commissioned by Cisco and conducted by Enterprise Strategy Group (ESG), 57
percent reported a security incident had compromised their data center services within the last 24
months. Also, the study found that 68 percent of IT security professionals reported that it is di�cult to
remove expired or out-of-date access control lists (ACLs) or �rewall rules because it is so time-
consuming and entails many manual processes. Using group based white list policy, ACI simpli�es
setting �rewall rules and reduces complexity while trimming operational costs through automation.

The integrated ACI security solution will be available in June 2015.

SUPPORTING RESOURCES 

 View animated video: Cisco ACI and IT Security Automation Saves the Day
 Read ESG Survey of IT Security Professionals

 Get free Cisco e-book: Software De�ned Networking (SDN) for Dummies
 Read Cisco white Paper: Data Center Microsegmentation: Enhance Security for Data Center Tra�c

 Read Cisco white Paper: ACI Security: A New Approach to Secure the Next-Generation Data Center
 Read: ACI FirePOWER Solution Brief

 View ACI animated videos: "One Day at a Large Financial Institution", "Fixing an Application with Cisco
ACI", "Upgrading an Application with Cisco ACI"

 Read White Paper on ACI and PCI Compliance 
 Read Cisco Data Center Blog on ACI Security

 Learn more about: Application Centric Infrastructure (ACI)
 Learn How Cisco ACI delivers business outcomes

 Learn more about: Cisco Data Center and Virtualization 
 Cisco Data Center Services

About Cisco 
 Cisco (NASDAQ: CSCO) is the worldwide leader in IT that helps companies seize the opportunities of

tomorrow by proving that amazing things can happen when you connect the previously unconnected.
For ongoing news, please go to http://thenetwork.cisco.com.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its a�liates in the
U.S. and other countries. A listing of Cisco's trademarks can be found at
www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective
owners. The use of the word partner does not imply a partnership relationship between Cisco and any
other company.

 Availability Disclaimer: Many of the products and features described herein remain in varying stages of
development and will be o�ered on a when-and-if-available basis. This products and features are

2

http://ctt.marketwire.com/?release=1191051&id=5982124&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fen%2fus%2fsolutions%2fcollateral%2fdata-center-virtualization%2fapplication-centric-infrastructure%2fwhite-paper-c11-734518.html
http://ctt.marketwire.com/?release=1191051&id=5982127&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fdam%2fen%2fus%2fsolutions%2fcollateral%2fdata-center-virtualization%2fapplication-centric-infrastructure%2fwhite-paper-c11-734499.pdf
http://ctt.marketwire.com/?release=1191051&id=5982127&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fdam%2fen%2fus%2fsolutions%2fcollateral%2fdata-center-virtualization%2fapplication-centric-infrastructure%2fwhite-paper-c11-734499.pdf
http://ctt.marketwire.com/?release=1191051&id=5982130&type=1&url=https%3a%2f%2fwww.youtube.com%2fwatch%3fv%3d0kcXhm9Vbyw%26index%3d1%26list%3dPLFT-9JpKjRTAB1jxPP0GT_PEdI6Hu32TQ
http://ctt.marketwire.com/?release=1191051&id=5982133&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fdam%2fen%2fus%2fsolutions%2fcollateral%2fdata-center-virtualization%2fapplication-centric-infrastructure%2fwhite-paper-c11-734499.pdf
http://ctt.marketwire.com/?release=1191051&id=5982133&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fdam%2fen%2fus%2fsolutions%2fcollateral%2fdata-center-virtualization%2fapplication-centric-infrastructure%2fwhite-paper-c11-734499.pdf
http://ctt.marketwire.com/?release=1191051&id=5982136&type=1&url=http%3a%2f%2fwww.cisco.com%2fweb%2foffers%2fsdn01%2fsoftware-defined-networking%2findex.html%3fKeyCode%3d000743800
http://ctt.marketwire.com/?release=1191051&id=5982139&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fen%2fus%2fsolutions%2fcollateral%2fdata-center-virtualization%2fapplication-centric-infrastructure%2fwhite-paper-c11-732943.html
http://ctt.marketwire.com/?release=1191051&id=5982142&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fen%2fus%2fsolutions%2fcollateral%2fdata-center-virtualization%2fapplication-centric-infrastructure%2fwhite-paper-c11-732354.html
http://ctt.marketwire.com/?release=1191051&id=5982145&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fen%2fus%2fsolutions%2fcollateral%2fdata-center-virtualization%2fapplication-centric-infrastructure%2fsolution-overview-c22-734414.html
http://ctt.marketwire.com/?release=1191051&id=5982148&type=1&url=http%3a%2f%2fyoutu.be%2fgxepLoeQXoQ
http://ctt.marketwire.com/?release=1191051&id=5982151&type=1&url=http%3a%2f%2fyoutu.be%2fp1kfNxyG81g
http://ctt.marketwire.com/?release=1191051&id=5982151&type=1&url=http%3a%2f%2fyoutu.be%2fp1kfNxyG81g
http://ctt.marketwire.com/?release=1191051&id=5982154&type=1&url=http%3a%2f%2fyoutu.be%2f2iayqQz6nXk
http://ctt.marketwire.com/?release=1191051&id=5982157&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fen%2fus%2fsolutions%2fcollateral%2fdata-center-virtualization%2fapplication-centric-infrastructure%2fwhite-paper-c11-734518.html
http://ctt.marketwire.com/?release=1191051&id=5982160&type=1&url=http%3a%2f%2fblogs.cisco.com%2fdatacenter%2finterop-security-news
http://ctt.marketwire.com/?release=1191051&id=5982163&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fen%2fus%2fsolutions%2fdata-center-virtualization%2fapplication-centric-infrastructure%2findex.html
http://ctt.marketwire.com/?release=1191051&id=5982166&type=1&url=http%3a%2f%2fwww.cisco.com%2fweb%2flearning%2fle21%2fonlineevts%2faciday%2fcustomer.html%3fPRIORITY_CODE%3dview
http://ctt.marketwire.com/?release=1191051&id=5982169&type=1&url=http%3a%2f%2fwww.cisco.com%2fc%2fen%2fus%2fsolutions%2fdata-center-virtualization%2fproduct-listing.html
http://ctt.marketwire.com/?release=1191051&id=5982172&type=1&url=http%3a%2f%2fwww.cisco.com%2fen%2fUS%2fnetsol%2fns340%2fns394%2fns224%2fservices.html%3fCAMPAIGN%3dShangrila%26COUNTRY_SITE%3dus%26POSITION%3dPR%26REFERRING_SITE%3dpress%2brelease%26CREATIVE%3dPR%255Fto%255FDC%255FServices
http://ctt.marketwire.com/?release=1191051&id=5982175&type=1&url=http%3a%2f%2fthenetwork.cisco.com%2f
http://ctt.marketwire.com/?release=1191051&id=5982178&type=1&url=http%3a%2f%2fwww.cisco.com%2fgo%2ftrademarks


subject to change at the sole discretion of Cisco, and Cisco will have no liability for delay in the delivery
or failure to deliver any of the products or features set forth in this document.
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