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New Validated Designs Offer Ways for OT and IT to Deploy a Converged Plantwide Ethernet
MILWAUKEE, WI -- (Marketwired) -- 06/17/15 -- As industrial markets evolve to unlock the promise of
the Internet of Things (loT), Rockwell Automation and Cisco (NASDAQ: CSCO) today are announcing
new additions to their Converged Plantwide Ethernet (CPwE) architectures to help operations
technology (OT) and information technology (IT) professionals address constantly changing security
practices. The latest CPWE security expansions, featuring technology from both companies, include
design guidance and validated architectures to help build a more secure network across the plant and
enterprise.

The Industrial 10T is elevating the need for highly flexible, secure connectivity between things,
machines, work flows, databases and people, enabling new models of policy-based plant floor access.
Through these new connections, machine data on the plant floor can be analyzed and applied to
determine optimal operation and supply-chain work flows for improved efficiencies and cost savings. A
securely connected environment also enables organizations to mitigate risk with policy compliance,
and protects intellectual property with secure sharing between global stakeholders.

Core to the new validated architectures is a focus on enabling OT and IT professionals to utilize security
policies and procedures by forming multiple layers of defense. A defense-in-depth approach helps
manufacturers by establishing processes and policies that identify and contain evolving threats in
industrial automation and control systems. The new CPwE architectures leverage open industry
standards, such as IEC 62443, and provide recommendations for more securely sharing data across an
industrial demilitarized zone, as well as enforcing policies that control access to the plantwide wired or
wireless network.

"The key to industrial network security is in how you design and implement your infrastructure and
holistically address security for internal and external threats," said Lee Lane, business director,


http://ctt.marketwire.com/?release=1201692&id=6390139&type=1&url=http%3a%2f%2fwww.rockwellautomation.com%2fglobal%2fproducts-technologies%2fnetwork-technology%2farchitectures.page

Rockwell Automation. "The new guidance considers security factors for the industrial zone of the CPwE
architectures, leveraging the combined experience of Rockwell Automation and Cisco."

Rockwell Automation and Cisco have created resources to help manufacturers efficiently deploy
security solutions. Each new guide is accompanied by a white paper summarizing the key design
principles, as follows:

* The Industrial Demilitarized Zone Design and Implementation Guide and white paper provide
guidance to users on securely sharing data from the plant floor through the enterprise.

* The Identity Services Design and Implementation Guide and white paper introduce an approach
to security policy enforcement that tightly controls access by anyone inside the plant, whether
they're trying to connect via wired or wireless access.

"Security can't be an afterthought in today's plant environment. As we connect more devices and
create more efficient ways of operating, we also create certain vulnerabilities," said Bryan Tantzen,
senior director, Cisco. "Cisco and Rockwell Automation have been teaming for nearly a decade on joint
solutions, serving as the standards-based resource for security in industrial environments. These new
architectures and guides build on our collaboration by helping organizations recognize and proactively
address today's security concerns."

Companies can now take advantage of industry-leading solutions from Rockwell Automation and Cisco
to address security from a holistic perspective. Together, the two companies provide a common,
scalable architecture for ruggedized industrial Ethernet and enterprise networks, along with unique
services, such as security assessments and managed security, to help manufacturers define and meet
performance metrics and scale in-house resources.

This announcement further extends the commitment by Rockwell Automation and Cisco to be one of
the most valuable resources in the industry for helping manufacturers improve business performance
by bridging the gap between plant-floor industrial automation and higher-level information systems.

About Cisco

Cisco (NASDAQ: CSCO) is the worldwide leader in IT that helps companies seize the opportunities of
tomorrow by proving that amazing things can happen when you connect the previously unconnected.
For ongoing news, please go to http://thenetwork.cisco.com.

About Rockwell Automation

Rockwell Automation Inc. (NYSE: ROK), the world's largest company dedicated to industrial automation
and information, makes its customers more productive and the world more sustainable.
Headquartered in Milwaukee, Wis., Rockwell Automation employs about 22,500 people serving
customers in more than 80 countries.
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